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Tri-Band sniffing using LANforge
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Multi-link sniffing:

• The multi-link sniffer will try to capture all the frames and layer-2 information that is being transmitted 

or received in all the bands available.

• It will synchronize the time stamps and capture all the frames parallelly at one instance.

Multi-Band Sniffer



Multi-band Sniffing PHY-level architecture:
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Multi-band Sniffing:
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• In LANforge, we have multiple radios available to work in Management and monitor modes.

• These radio interfaces can be configured to various channels that can operate a various AP bands.

• We can create a monitor mode on the radio interface to sniff packets.
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Multi-band Sniffing:
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Channel Configuration

Radio’s Available

We have forced 3 different PHY-radios to 3 different channels which operate respectively:

• 2.4 GHz: Channel 1

• 5 GHz: Channel 36

• 6 GHz: Channel 37



Multi-band Sniffing:
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• To sniff on 6GHz channels we need to use some terminal commands for forcing the channel on 

respective PHY-interface available.

Here are the list of commands:

• su (Root login)

• . lanforge.profile

• iw dev moni6a info [any monitor interface]

• iw dev monia6a set freq 6295 320MHz [center frequency and Bandwidth information]



Multi-band Sniffing:
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We have created 3 different monitor interfaces on the different radios and using these monitor 

interfaces we can sniff on multiple-links.



Multi-band Sniffing:
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• Now open terminal and login for the root.

• Open Wireshark and you can see lot of interfaces available for you to sniff.

• In the wireless interface available multi-select on all the monitor interfaces which we have 

created earlier.



Multi-band Sniffing:
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• Now we can clearly see the beacons coming from various AP bands and this is how do Multi-band 

sniffing using LANforge box.

• Using this we can validate various kinds of Multi-link testcases.
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