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Network Testing and Emulation Solutions

EAP-PEAP AND MSCHAPv2 Configuration

Goal: To set up a lanforge wireless station with EAP-PEAP AND MSCHAPv2 authentication.

1. RADIUS Server is a Windows Server 2012 VM using its internal RADIUS Server specifically on interface
192.168.2.154.
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Ws-2012 192.168.100.77,192.168.2.154 Online - Performance counters not started  7/9/2019 2:25:55 PM  00252-10000-00000-AA4
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All events | 16 total | TASKS = |

Ie ® v

Server Name 1D Log Date and Time

Ws-2012 13 Systemn 7/9/2019 9:24:25 AM
Ws-2012 13 Systern 7/9/2019 9:24:19 AM
Ws-2012 13 System  7/9/2019 8:24:13 AM
Ws-2012 13 Systern 7/9/2019 9:24:10 AM
Ws-2012 13 System  7/9/2019 9:24:01 AM
Ws-2012 13 Systemn 7/9/2019 9:23:40 AM
WS-2012 13 Svstern  7/9/2019 9:23:43 AM

2. RADIUS Server has both EAP-PEAP and MSCHAPv2 configured for use.
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4. The AP controller points to the RADIUS server at 192.168.2.154.
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5. LANforge STA1 basic configuration:

& stal (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authorized
Driver Info: Port Type: WIFI-STA  Parent: wiphy0
Port Configurables
fStandard Configuration | Advanced Configuration | Misc Configuration |” Corruptions | Custom WiFi

Enable General Interface Settings
[]5et MAC []Down ] Aux-Mgt
e []DHCPAPvE [¥] DHCP Release  DHCP Vendor ID: [None v
[] set MTU
& Set offioad [v] DHCP-IPv4 | Secondary-Ps | DHCP Client ID: |None |v|
[ Set PROMISC DNS Servers: % Peer IP: NA

IP Address: 0.0.0.0 Global IPvé: [auTo |

— Services — IP Mask: 0.0.0.0 Link IPv&: [auTo |
[]HTTP Gateway IP:  0.0.0.0 IPVE GW: [auTO |
LIFTP Alias: [ ] 1500
[ ] raDIUS 00:az:azaza::01 L 1000

. Rpt Timer: |faster (1 =} |v| WiFi Bridge: |NONE |v|
— Low Level—
O WiFi Settings
O SSID: lubnt-hd-ent || AP |pEFAULT |
O Key/Phrase: | | Mode: [202.11aban Bd
0 Rate: [0S Default [=]
] CIwPA [w]WPAZ2 [JWPAZ []OSEN []WEP
[] Disable HT40 []Enable WHT160 [] Disable 56l

| Print || Display | | Probe || Display Scan || Sync | | Apply || 0K | | Cancel

6. LANforge STA1 advanced configuration is using EAP-PEAP.



5 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authaorized

Driver Info: Port Type: WIFI-STA  Parent: wiphy0

Port Configurables

( standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi
Advanced WiFi Settings

Select 'WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Key Management: |'HF’A-EAP |v| HESSIC:

Pairwise Ciphers: |DEFﬁL|LT |V| Realm:

Group Ciphers:  [DEFALLT |+ | client cert:

WPA PSK | | IM5:

EAP Methods:  [EAP-PEAP | +| Milenage:

EAP Identity: [lanforgen1 | Domain:

EAP Anon Identity: | | consortium:

EAP Password:  [lllanforgel23 | Phase-1: [ |
EAP Pin: [ | Phase-2: [ |
Private Key: [ | PK Password: | |
CA Cert File: | | PAC File: | |
Network Auth: leee80211w: |Disab1ed () |V|

Advanced/802.1x [ |Enable 802.11u [ ]Hots

t 2.0 [ Enable PKC

| Print || Display | | Probe || Display Scan || Sync | | Apply || 0K | | cancel |

7. Wireshark capture of STA1 EAPOL authentication.

Ei t View Go Capture Analyze Statistics Telephony Wireless Tools Help
AmJI@ BA<>F i BEE
[N Teapol B30 -] Expression... | +

SSID Authentication SEQ  Info
R

No. Time Source Destination Protocol Length Current Channel
516524412 123 ‘aa:aa;aa:aa:0l  EAP 5

Application Daf

Application Data
EAP

EAPOL

EAPOL

EAPOL

EAPOL

Frame 772: 95 bytes on wire (760 bits), 95 bytes captured (760 bits) on interface
Radiotap Header ve, Length 48
802,11 radio information

TEEE 862.11 QoS Data, Flags: ...... F.C

Logical-Link Control

802.1X Authentication

Extensible Authentication Protocol

[l
»
»
3
3
»
3
3

00 0O 30 0 2f 40 00 aB 20 08 0O ad 20 08 6O ad 0-/a
20 98 90 0O 8O 0 B0 80 ab 9b 79 1 GO 09 6O 09
10 Oc 50 14 40 01 e4 00 00 00 db 00 db 01 e2 02 (X ]

88 82 3¢ 00 00 aa aa aa aa 01 f2 9f c2 69 55 12 < iv
2 9f c2 69 55 12 00 00 ©6 00 aa aa 03 00 60 00 iU
88 8e 82 B0 80 05 G1 5a B0 85 @1 al cf e8 bd . Z -
O 7 stal-eap-peap-pcap.pcapng Packets: 1186 - Displayed: 25 (2.1%) Profile: Default

8. LANforge STA2 basic configuration:



sta2 (ct523-3n-f20) Configure Settings

Current:

Driver Info: Port Type: WIFI-STA  Parent: wiphy0 wiphy0...

Port Status Information
LINK-UP GRO Authaorized

Port Configurables

Enable
[]5et MAC
[]set TXQ Len
[]set MTU

[] set Offload
[]5et PROMISC

— Senvices—
[]HTTP

[L]FTP
[] RADIUS

— Low Level—
[] PROMISC

[] 150 Enabled
[J UFO Enabled
[] GS0 Enabled
[JLRO Enabled
GRO Enabled

fStandard Configuration | Advanced Configuration | Misc Configuration |” Corruptions | Custom WiFi

General Interface Settings
[]Down ] Aux-Mgt
[]DHCPHPV6 [¥] DHCP Release  DHCP Vendor ID: |N0ne |v|
[w] DHCP-IPv4 | Secondary-Ps |DHCP Client 1D: |N0ne |v|
DNS Servers: |192.168.1.1 PeeriP: MNA
IP Address: 0.0.0.0 Global IPvé: [auTo |
IP Mask: 0.0.0.0 Link IPv6: [auTo |
Gateway IP:  0.0.0.0 IPVE GW: [auTO |
Alias: [ ] MW 1500
MAC Addr: OC:asaarazaa02 TH O Len 1000
Rpt Timer: |faster (1 =} |v| WiFi Bridge: |NONE |v|
WiFi Settings
SSID: lubnt-hd-ent || AP |pEFAULT |
Key/Phrase: | | Mode: [202.11aban Bd
Freg/Channel: 5200/40 Rate: [0S Default [=]
CIwPA [w]WPAZ2 [JWPAZ []OSEN []WEP
[ | Disable HT40 [ | Enable WHT160 [ ] Disable Sal

| Print || Display |

| Probe || Display Scan || Sync | | Apply || oK

| Cancel

9. LANforge STA2 advanced configuration is using MSCHAPv2.




sta2 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authaorized

Driver Info: Port Type: WIFI-STA  Parent: wiphy0 wiphy0...

Port Configurables

Select 'WPAZ' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

( standard Configuration | Advanced Configuration | Misc Configuration | Corruptions | Custom WiFi
Advanced WiFi Settings

Key Management: |'HF’A-EAP |v| HESSIC:

Pairwise Ciphers: |DEFﬁL|LT |V| Realm:

Group Ciphers:  [DEFALLT |+ | client cert:

WPA PSK | | IM5:

EAP Methods: |HSCHAP¥2 |v| Milena

EAP Identity: [lanforgenz | Domain:

EAP Anon Identity: | | consortium:

EAP Password:  [lllanforgel23 | Phase-1: [ |

EAP Pin: [ | Phase-2: [ |

Private Key: [ | PK Password: | |

CA Cert File: | | PAC File: | |
vork Auth: leee80211w: |Disab1ed {c)] |V|

[v] Advanced/802.1x [ |Enable 802.11u

[JHotspot 2.0 []Enable PKC

| print ||

Display | | Probe || Display Scan || Sync | | Apply || 0K | | cancel |

Wireshark capture of STA2 EAPOL authentication.

staz-mschapv2-pcap.pcapng
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