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Advanced AP Testing with LANforge (using Chamber View

Goal: Provide VLANs and upstream router for AP, as well as stations for complete end-to-end testing.

In this test scenario a LANforge system will provide a DHCP server with System Under Test
802.1g vlans, provide NATed access to the internet for the AP, as well

Virtual § tations

as create stations that will connect to the WiFi AP under test. The AP's ——
Ethernet interface is connected to a LANforge Ethernet interface Access Point
allowing the LANforge system to create both the wireless stations and
Ethernet server. This is an advanced topic, so some steps will be —
glossed over. This requires LANforge version 5.4.3 or higher. §
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1. Click on the Chamber View button in the LANforge GUI to launch the Chamber View screen.

2. Configure an AP under test (DUT).

Create/Modify DUT ) (~) (x
Name TP Image file ‘NONE | ‘ Choose Image ‘ ‘ X ‘
SW Info [ I HwWinfo ECW5410 Model Number [Ecwsaio |
Serial Number ,7 Serial port ’7 APl version ’07
WAN [ |
SSID-1 testeap Password-1 BSSID-1 90:3c:b3:94:48:18| [JWEP [JWPA [JWPA2 [IWPA3 []802.11r [J]EAP-TILS [ EAP-PEAP
sSID-2 testeap Password-2 BSSID-2 90:3c:b3:94:48:58| [JWEP [JwWPA [JWPA2 []WPA3 []802.11r []EAP-TILS [ EAP-PEAP
SSID-3 Password-3 BSSID-3 00:00:00:00:00:00| [JWEP [JWPA [JWPA2 []WPA3 []802.11r []EAP-TTLS []EAP-PEAP
SSID-4 Password-4 BSSID-4 00:00:00:00:00:00] [JWEP [JWPA [JWPA2 []WPA3 []802.11r []EAP-TTLS []EAP-PEAP
SSID-5 Password-5 BSSID-5 00:00:00:00:00:00| [JWEP [JWPA []WPAZ []WPA3 []802.11r []EAP-TTLS []EAP-PEAP
SSID-6 Password-6 BSSID-6 00:00:00:00:00:00] [JWEP [JWPA [JWPAZ []WPA3 []802.11r []EAP-TTLS []EAP-PEAP
SSID-7 Password-7 BSSID-7 00:00:00:00:00:00| [JWEP [JWPA []WPA2 []WPA3 []802.11r []EAP-TTLS []EAP-PEAP
SSID-8 Password-8 BSSID-8 00:00:00:00:00:00| [JWEP [JWPA [JWPA2 []WPA3 []802.11r []EAP-TTLS []EAP-PEAP
EAPD o e —
Num Ant Radio 1 lﬂi MNum Ant Radio 2 ’07 Num Ant Radio 3 ’07
[¥] Active [[] Provides DHCP on LAN DHCP Client  []Provides DHCP on WAN  [¥] AP DUT
Notes
[

Cemn |

3. Configure an Upstream (DUT). This represents the upstream route for the AP's path fo the Internet. The
LANforge Ethernet port (eth2 in this example) that provides uplink to the internet must be configured with a
stafic IP address (not via DHCP).

Create/Modify DUT ) (~) (x
Name upstream Image fila ‘NONE | ‘ Choose Image ‘ ‘ e ‘
SW Info HW Info Model Number
Serial Number Serial port APl version [
WAN LAN 192,168.200.1/24
SSID-1 Password-1 BSSID-1 00:00:00:00:00:00| [JWEP [IWPA []WPA2 [IWPA3 []802.11r []EAP-TTLS []EAP-PEAP
SSID-2 Password-2 BSSID-2 00:00:00:00:00:00| [[JWEP [wrPAa [JwPA2 []wPA3 []802.11r [JEAP-TILS []EAP-PEAP
SsSID-3 Password-3 BSSID-3 00:00:00:00:00:00( [JWEP [JWPA []WPA2 []WPA3 []802.11r []EAP-TTLS []EAP-PEAP
55ID-4 Password-4 BSSID-4 00:00:00:00:00:00| [JWEP [JWPA [JWPA2 []WPAZ []802.11r []EAP-TTLS []EAP-PEAP
55ID5 Password-5 BSSID-5 00:00:00:00:00:00| [JWEP [JWPA []WPA2 []WPA3 []802.11r []EAP-TTLS []EAP-PEAP
SSID-6 Password-6 BSSID-6 00:00:00:00:00:00| [JWEP [IWPA []WPA2 [IWPA3 []802.11r []EAP-TTLS []EAP-PEAP
SSID-7 Password-7 BSSID-7 00:00:00:00:00:00| [JWEP []WPA []WPA2 []WPAZ []802.11r []EAP-TTLS []EAP-PEAP
ssiD-8 Password-8 BSSID-8 00:00:00:00:00:00| [JWEP [IWPA []WPA2 []IWPA3 []802.11r []EAP-TTLS []EAP-PEAP
EAP-D Mgt IP 0.0.0.0
Num Ant Radio 1 |0 Num Ant Radio 2 |0 Num Ant Radio 3 Q
[v] Active [] Provides DHCP on LAN DHCP Client  []Provides DHCP on WAN [_] AP DUT
Notes
I
4. Profiles used in this scenario include VLAN.
Create/Modify Profile vl a) (x

Name: |v|an—1 00 | Type: |\ﬂan (12) |v|

Mode: | | Antennas: | | |

Bandwidth: | | | Instances: |1 (1) |V|

Frequency: | | | Pattern: |xx:}o<:}-<}<:*: K |

SSID: Password:

EAP-ID: Alias-Prefix | |

VLAN-ID: [100 |

DHCP Server [Jopen [JwEP CIwra

[ wraz [ wrAz [ eo2.11r [ 802.1% EAP-TTLS

[]202.1% EAP-PEAP [ ESS-Transition [ Enable NAT

Motes:

|

| Apply | | 0K | | cancel |

5. Profiles used in this scenario include Upstream.




MName:

Mode:
Bandwidth:
Freguency:
SSID:

EAP-D:

WLAN-ID:

DHCP Server
O wraz

Motes:

Create/Modify Profile

|upstream—dhcp

| Type:

Antennas:

| | Instances:

| | Pattern:

[Jopen
COwraz

[1802.1x EAP-PEAP []BSS-Transition

Password:

Alias-Prefix

O WEP
Cso02.11r

] Enable NAT

wl ] (X

|Upstream (Server) “{4) | |v|

OwpA
] 802.1x EAP-TTLS

| Apply || 0K || Cancel
6. Profiles used in this scenario include Uplink.

Create/Modify Profile ¥) () (% ]
Name: |up|ink-nat | Type: |Up|ink (11) |v|
Mode: | | Antennas: | | |
Bandwidth: | | | Instances: | | |
Frequency: | | | Pattern:
SSID: Password:
EAP-D: Alias-Prefix: |
WLAN-ID:
[] DHCP Server [ Open [ WEP I wPA
[ wPA2 [ wPA3 [1802.11r []1802.1x EAP-TTLS

Motes:

[]802.1x EAP-PEAP [] BESS-Transition

Enable MAT

| apply |

| oK || Cancel

7. Profiles used in this scenario include Stations.

Mame:

Mode:
Bandwidth:
Freguency:
SSID:

EAP-D:

WLAN-ID:

[J DHCP Server
[Iwpa2

Motes:

Create/Modify Profile

|sTA-AC | Type:
|Auto (0} |v| Antennas:
|AUTO {0} |v| Instances:
[AUTO (-1 Mhz) |~ | Pattern:
Password:
Alias-Prefix
[] open [ wEP
[IwpaAz [ B02.11r

[]802.1x EAP-PEAP [ ] BSS-Transition

[JEnable NAT Restart DHCP on Connect

|WiFi Station (1)

|Default (0) |v|
) |~]
| |
| I
C]wra

[1802.1x EAP-TTLS

\ Apply |

‘ oK H Cancel

8. Create a Chamber View Scenario. The first two rows specify the radios used for virtual stations. The third row is
for the Upstream port. This is what the AP connects to with its WAN port. The Uplink-Nat row, associated with
eth2, indicates that the eth2 port routes the APs traffic to the internet. The Maps-to portion of this line is
important. The secondary port 'eth1' mapping associates this uplink port with the virtual-router that will hold
eth2. The VLAN line creates an 802.1g VLAN on port eth1. Additional VLANs can be added as needed. The



final RDD line creates a virtual Ethernet pair and adds to the virtual router associated with eth1. The RDD port
outside of the virtual router can be used as an upstream port that is able to generate traffic across ethl and

any VLANs created.

Create/Modify Scenario

Scenario | Text Output
Scenario Mame ‘tip—vlans ‘v‘ | Delete Scenario ‘ | Create Profile | | Create Traffic Profile ‘ | Add Row

Dup Del Resource Profile Amount Uses-1 Uses-2 Frequency WLAN-D Maps To
|z||1‘1 |'||STA: STA-AC |'Hl 1} |'Hwiphy0 |'HAUTO |'||.ﬂUTO (-1 mhz) "HNA HDUT: TIP Radio-1 |'|
|z||1‘1 |'||STA: STA-AC |'Hl 1) |'Hwiphy1 |'HAUTO |'||.ﬂUTO (-1 Mhz) "HNA HDUT: TIP Radio-2 |'|
IEHLI |V||Upstream: upstream-dhcp |VH1 1) |VHeth1 |VHAUTO |V||»\UTO (-1 Mhz) ‘VHNA HNA |v|
|1‘1 |V||Uplmk: uplink-nat |VH1 (1) |VHeth2 |VHethl |V||nUTU (-1 mhz) ‘VHNA HDUT: upstream LAN 192.168.200.1/24 |V|
|1‘1 |V||\ﬂan: vlan-100 |VH1 (1) |VHeth1 |VHAUTO |V||AUTD (-1 mhz) ‘VHHJU HNA |V|
|z||1‘1 |V||F\DD: rdd |VH1 {1} |7Heth1 |VHAUTO |V||AUTD (-1 Mhz) ‘VHNA HNA |V|
<] i [ [»
- =, =R

Chamber-view screen with LANforge,

AP, and Upstream. When satisfied with the scenario, click Build Scenario

and the ports and virtual router will be created and configured.

Chamber View ¥) (o) (x
Scenario Configuration: tip-vlans |~ | Manage
& IScenarios
'@\ |tip—v|ans |v|
e upstrean | Apply Scenario |
Tests:
~||[TR-398 [~
| Bun Test |
LF-1
S R rt
o | SnapRepot |
£ (¢
STA-AC — | Client Status Report |
o \rdd | 8
gt i o -Il:n-lnn TIP
upstream-ghfk-nat
< ] [ Dl
Show LANforge Show RSS!
Show External CX y g -
¥| Show DUT ¥| Show BEps :
Show Attenuators P Info || Print | | Sync | E
- i [ ] Show Inactive DUT Apply Motion
Show WiFi Connections
: Show Device Profiles
Show Hidden Chambers
Show Traffic Profiles Or

10. Netsmith virtual router. The step above creates the Netsmith configuration. Eth2 is our uplink port, it enables

NAT for anything routing out of it. Eth
stafions. The rddVR1 port is a conven
DUT. The IP addresses for eth1, eth1.1

1 and the vlan eth1.100 provide DHCP leases to the DUT and DUT's
ient 'upstream’ port for generating tfraffic fo/from the stations across the
00 and rddVR* are auto-created by the scenario building logic. The

wlan0 and wlan1 are stations that can be associated with the AP.




Netsmith configuration for Resource: If0350-ac54(1.1) Version: 5.4.3 *) (~) (x
Virtual Routers and Connections |~
h‘!‘"
.Y
;f.-\
-
Y
RO(16])
eth2
192,168.200.85/24
i
ethl.100 rddvRO
172,17.0.1/16 172180.1/16
.\ ethl .-H_'_"“‘-'- rddvR1 =
1721601716 \-1?2.18.100.23&’15
|
Mgt-eth0
192.168.200.82/24
u wiphy0  wiphyl
/! —
// 4
;\déno Je/
wlanl
|
4] I | DN
[v] Wanlinks []Show Legend [v] Fire [v] IPvas | Info || Print | | sync | | Apply | | Close |
[v] WanLink Mames [v¥] Port Names Fire Names [ ] Zero-Pv4s apply Progress: Cancel Apply
[w] Peer WanLinks [v] Parents [¥] Cal. Domains [] IPvEs
MNetsmith Status:
WanLink Config

11. At this point, your AP should be able to get a DHCP address from the LANforge virtual router and connect to
the Internet. You can run various tests using the pull-down test selector in Chamber View, do manual testing,

or launch fully automated scripted tests against the system.
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