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LANforge InterOp Setup for Android

Goal: Cable an android mobile phone to a LANforge and have the LANforge recognize the android
phone as aresource.

This cookbook requires LANforge GUI version 5.4.6 and above.

Background

Our LANforge InterOp solution is used to support real clients for testing access points. InterOp gives the ease of
handling real clients with complete automation and detailed, customizable test reporting.

We have support for various kinds of real clients:

- Android clients.

- iOS clients.

- Windows Machines.
- Linux Machines.

- MacOS Machines.

Network Topology:
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Before getting started:

° o The LANforge Manager this Android will be clustered with must be in clustering mode. That
includes configuring the realm, mode, and resource number of the manager, as well as

having the right licenses. Please verify you have the correct licenses and follow this
cookbook to set your manager up.

e |f your mobile is in developer mode, skip to step-3.

e |f you are using XIAOMI mobiles [ Redmi, Poco ..etc] for LANforge Interop then please make sure that
your mobile has Mi account.

Steps to create Mi account:

e Insert a sim card in the Mi mobile.

e Create Mi account by providing the credentials.

Steps to setup & connect your android phone to LANforge

1. Open the Settings on the Android phone and click on About Phone.
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2. In About Phone, click on Build number 7 fimes to enable developer options.
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3. Now there will be a new option available in settings tab called “Developer Options”. Click on it and
enable the following options:

Stay Awake.

USB-Debugging.
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4. Connect the device to the LANforge as per the testbed topology. Plug the phone via the port (usb-c
or microusb) atf the bottom of the phone to one of the usb-A slots on the LANforge.

5. Open the LANforge GUI window. The Interop tab should appear now. Click on the tab to see your

phone detected as a port.

LANforge Manager

Control Reporting Windows Info Tests

Version(5.5.2) +cli-sock

Chamber View | Stop All | | Restart Manager ‘ ‘ Refresh | | HELP |

RF-Generator | File-0 | Generic | Resource Mgr | Interop [ DUT [ Profiles [ Traffic-Profiles [ Alerts | Warnings [ Wifi +

Status | PortMgr | Extended Port Mgr | tayer3 | L3Endps | layera-7 | Armageddon [ WanLlinks [ VolP/RTP | VoIP/RTP Endps |

‘ Start + H Stop - | | Uninstall | Discover | | Modify ‘ | Batch Modify ‘ | Delete |
Interop Devices
Name | Phantom| Timed-Out| Unauth| Type | UserMame |  ssipRpt | BSSID | Rssi| Freq | Auth-Rpt| En-wiFi| WiFi

1.1.00008030001A04C122A2802E i0s iphonell 00:00:00:00:00:00 4] 0 Open -
1.1.10HDB7085U005P2 roid |vivo-so e 58:Te:77:00:00 (4] 0 Open s [
1.1, Android xgody nknown ssid> [38:78:f6:0b:5F:7a  |-127 65535 77 - v
.1.44604433 v Android |oneplusl2 00:00:00:00:00:00 |0 0 Open v
1.1.980a2e77 Android oneplus2 ngbean-2G-5G =a8:42:al:d1:51:28  -15 2422 77 v

- EYAASGEINVYCISYD v 00:00:00:00:00:00 [0 0 Open v v
1.1.HGTE)2: Android |lenove fe:58:fe 7T:00:00 [0 0 Open v v
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Logged in to: localhost:4002 as: Admin

10 stations: 81 17 1@

6. in the InterOp tab, double-click on the port to open the Modify ADB Device window. Enter your device
user name. This window can also be used to configure the android device's settings. Fill out the boxes
with the appropriate settings and click 'Apply’ to apply the settings. Click 'OK' to apply settings AND

close window.



Modify Interop Device & X
f Basic Settings rAduanced Settings |
MName: 1.1.980a82e77 App-ld 512422056 Product OnePlusg
Device OnePl Model LE2115
API 30 Release 11
User-Name oneplusg Resource ID: |2.18 |V|
LaNforge Manager IP: |192.168.U.15? |v|
55D |[mungbean-2G6-5G |
BSSID |00:00:00:00:00:00 |
Encryption: |WPA2 Personal |v|
Password  [lanforge |
EAP-User |testuser | [ ] App Enable WiFi
EAP Method: [EAP-TTLS | v| WiFi Connection Method [Both (Best Effort) v
| Sync | | Start | | Stop | | Reboot | | Apply | | oK | | Cancel
7. Close the Modify ADB Device window. Back in the InterOp tab there is a button called Batch-Modify.
Click on Batch-Modify to see options to configure the Wi-Fi profiles of the client.
LANforge Manager Version(5.5.2) +cli-sock Al (x
Control Reporting Windows Info Tests
Chamber View ‘ Stop all | i Restart Manager ‘ ‘ Refresh ! | HELP

RF-Generator | File40 | Generic | Resource Mgr | Interop | DUT | Profiles | Traffic-Profiles | Alerts | Warnings [[Wifi gesnl + |
i [ WanLinks

Status | Port Mgr Extended Port Mgr layer3 | L3Endps | Layer4-7 " VolPRTP | VoIP/RTP Endps |
| Start + H Stop - | [ Uninstall I Discover ‘ Modify ‘ Batch Modify D‘ Delete |
— '\. —

Mame Batch Modify Interop Devices DROES LJ RSS! | Freq | Auth-Rpt| En-iFi| wiFi
1.1.00008030001A04C122A2802E | 0 0 Open v
1.1.10HDB7085U005P2 j 0 0 Open v v
1.1.20220415A01 00089 a 58 5180 7 v .
1.1.44604433 1 Basic Settings | Advanced Settings \ 0 0 Open s
1.1.980a2e77 ] Main Configuration A5 2422 7 v
1.1.EYAASG69MVCISYD ) 0 0 Open v v
1.1.HGT6)296 1 LANforge Manager IP:  [NA [~] o o Open v

Realm ID: [na [~
WiFi Configuration =
App Enable WiFi: [nva [~]
WiFi Connection Method |NA |v|

SSID; [na [=][ Enablewri |
BSSID [ron || pisable wiri |
Password: INA |V|| Clear Wifi J
Encryption: |NA |v|

EAP Method: | l |

EAP Identity:

i I

Logged in to: localhost:4002 as: Admin




8. In the Batch-Modify window, click on the Advanced Seftings tab, check the use SCRCPY option and
click on Launch GUL. This will open a screen mirror of the phone in the LANforge GUI which will allow
remote control of the device.

LE2115 (as superuser) v~ x

LANforge Manager Version(5.5.2) +cli-sock

dr08  XedD  Ye0D  Pmd0  Sr0D

Batch Modify Interop Devices

[ Basic Selnjgi Advanced Settings | ) MO 3

Remote Display Options (Android Only) | January 26
Display: [192.168.100.133:1 |

Screen Size: [o.a [~]

Max Width; [760 (760) [~]

FPS: ’—Low - Performant (20) \v‘

[¥] Disable audio forwarding

[] Use alternate video encoder []Use enhanced scaling

Android App Install

APK Filename: ‘interopri,s‘zapk | Install .
[¥] Install with -g Uninstall

Reboot ‘ Launch GUI " ‘ Start H Stop H Apply | Cancel

Logged in to: localhost:4002 as: Admin

9. Now click on Install in the Batch-Modify window to install the InterOp app (apk).

10. Close the Batch-Modify window. Click on the Port Mgr tab, double click on eth1, and check the
DHCP-IPv4 checkbox or assign a static IP address from the DHCP pool of the AP, which is our Manager
IP address.

LANforge Manager Version(5.5.2) +cli-sock v) (&) (% -
Control Reporting Windgws Info Tests
ethl (potato-f30) Configure Settings x) (a) (x
= Fort Status Infarmati |
RF-Generator | File10 | Generic | Resource Mgr | Inti Sl
L e Current:  LINK-UP 1000bt-FD AUTO-NEGOTIATE Flow-Control
Status Port Mgr l Extended Port Mgr
3 e Driver Info: Ethernet Driver: igh Bus: 0000:1a:00.0 Cur: x1 Max: 2.5GT/s x1 Firmware: 0. 6-1
Disp: ‘192‘168.100‘133:] ‘ Snlg
Port Configurables
Rpt Timer: (medium (8 s) |+ 1
[ Standard Configuration ’ Extended Config ‘
Enable General Interface Settings Port Rates Advert Rates
P P Al ] 1 - vl
ort 23 | SEC ias [] setmMac o DHCP Hostname: e} HD [¥#] 10bt-HD
100118 []set™0Len . [¥] 10beFD
1.001.00 [ setmru Mgt V] Aux-Mgt : [¥] 100beHD
1.001.01 ¢ [[] set 0ffload [IDHCP-IPvE  [¥] DHCP Release  DHCP Vendor ID: [None = [¥¥] 100beFD
1.001.02 0 -
1.001.03 0 [lseeeteinfo @Bl oricpPva)__SecondaryiPs | DHCP Client ID:  [None - direso
1‘001‘04 0 [[] Set PrROMISC [] 256£D
: : = D : [192.168.0.1 PeerIP: NA
1.001.05 0 [ setRxAllFCS ® [Jse+0
1.001.06 0 Dl 172.16.30.1 N\obal IPve: AUTO ] weso
1.001.07 0 - i " e
LooL07 g ] Set Bridge nfo 255.255.255.0 Lk IPve: [auTo [ Renegonia B
1.001.09 0 [[] Set CPU Mask 0 PvE GW: AauTO | [ Rest [¥] Flow-Contral
1.001.10 0 MT 1500 [ eeor
1.001.11 0 |wiphys | e o : ) e —— = offlead
1.001.12 0.0.0.0 0 wiphy? | | e ¥ee o LI i 1000 [ exa 1750 Enabled
1.001.14 0.0.0.0 0 |wano || MEFP L Clmes St
1.001.15 0.0.0.0 0 wlan? ] [Jons 1299 (1.299 s)| |+ | watchdog | Os [Oss g
1.001.16 0.0.0.0 0 whand | | Hppws . 1 [ Lro Enable
1.001.17 v [0.0.0.0 0 |wlanl _ I:EW'F‘ Bridge: Move x| e ponecus ] 6RO Enabled
1.001.19 0.0.0.0 0 wlan2 ] IRSRC Clisnc PSec Passwor Dl evea
1.001.20 0.0.0.0 0 wlan3 [[]1Psec-Upstream - - o . .
1.001.22 |v 0.0.0.0 0  |enp0s20f0) Skl PSec Remote ID [ Bypass Discanne
1.001.23 192.168.3.1 0 |rddvRO
1.001.24 192.168.3.6 0 |rddvRl
1.001.25 ~ 0.0.0.0 0 leths | Print ‘. Display | ‘ Probe ‘ Sync | ‘ Apply ‘ oK | | Cancel
1! I
Logged in to: localhost:4002 as: Admin 10 stations: 81 1T 12-

11. Click on the InterOp tab again, double-click on your phone in the interOp tab (or highlight the row(s)
to modify and click on Batch-Modify), and fill out the fields of IP address, SSID, encryption mode of SSID
to associate fo, efc (circled below). Click Apply when fields are entered. Hover over any fields for
more information on how to fill them out and best usage fit for you.



Modify Interop Device ¥) () (x LE2115 (as superuser)(v) (a) (x

10:37 @ @ * 010050
P07 1 X GG dv Do Xv. 0.0 Ye. 4.0 P 0.0 Swe 00
= LANforge InterOp
LIVE DATA VIDEO VIEW WEB BROWSER
Basic Settings | Advanced Settings ‘
SPEED (it) 414 bps/3.21 Kbps
Name: 1.1.980a2e77 App-id 512422056 Product OnePlus9
Device OnePlus9 Model IE2115
AP 30 Release 1] Traffic status (Y-axis in Mbps X-axis in Sec)
User-Name [2.18
—l 1.5}
LANforge Manager IP: [192.168.0.167 ; .
¢ X
SID rnyngbean-gGiSQ 38| / \
BSSID [00:00:00:00:00:00 /
= o
Encryption: [WPA2 Personal ] o 2 4 6 [}
password |[lanforge | B vovwniosd [l uvpioad [l Tow
EAP-User testuser ! ] App Enable WiFi > Network Info
EAP Method: |EAP-TTLS Fi Connection Method |Both (Best Effort) i > P 192.168.0.12
SSID “mungbean-2G-5G"
BSSID a8:42:a1:d1:51:29
= = = = = Signal -33 dBm
{ Sync ] | Start ‘ ‘ Stop } ‘ Reboot ] ‘ Apply OK ‘ { Cancel LinkSpeed 1441 Mbps
Channel 5745 MHz
CPU util 8313%
DNS1 192.168.0.1
DNS2 0.0.00
DHCP Server 192.168.0.1
Gateway 1921 1
LeaseDuration 72
WIF| Congested
ey un

12. After clicking Apply, the InterOp app will open in the mobile and the Network stats will be visible. The
phone can also be detected in the Resource Mgr and Port Mgr tabs in the GUI now.

13. Below is an example of ports like wiphy0, wlan0, rmnet0, which are the ports of the mobile. At this
point, clicking on the wlan0 port[station] and Display Scan should open a pop-up in which all the
nearby SSIDs broadcasted and seen by the phone are displayed.

LANforge Manager Version(5.5.2) +cli-sock v) () (%
control Reporting Windgws Info Tests LE2115 (as superuser]() (») (X
I Chamber View J | Stop All ‘ | Restart Manager J I Refresh | HELP 1044 G 0 ¥ o 100%08
Interop |W‘ Profiles [ Traffic-Profiles | Alerts ‘ Warnings |W|f\-MEssages ’T‘ D 2 L L R
~ VolPRTP | VolPRTPEndps |  Re-Gemerator | Fileld | Genmeric |  Resource Mgr =  LANforge InterOp
| status Port Mgr r Extended Port Mgr | Layer-3 | L3 Endps f Layer 4-7 ]’ Armageddon | WanLinks
Disp: -92.168.100.133:1- sniff Packets [¥] Down ‘ Clear Counters | | Reset Port ‘ | Delete VInEQ viEw e ERawEEs
Rpt Timer: [medium (8 s Appl VRF I Displa: | Create Modi Batch Mc
A L L ey | u ]| play || e [ mogts |[ & SPEED (1) 5.82 Kbps/90.31 Kbps
All Network Interfaces (Ports) for all Resources.
Port @‘ I P SEC Alias Parent Dev SSID Channel | Security| R
1.001.05 0.0.0.0 0 wiphyo 6 = Traffic status (V-axis in Mbps X-axis in Sec)
1.001.06 0.0.0.0 0 wiphyl 0
1.001.07 0.0.0.0 0 wiphy2 11 15
1.001.08 0.0.0.0 0 wiphy3 0 -
1.001.09 0.0.0.0 0  wiphy4 0 1
1.001.10 0.0.0.0 0 wiphyS 0 m|
1.001.11 0.0.0.0 0 wiphys 0 )5
1.001.12 0.0.0.0 0 |wiphy? 0 P
1.001.13 0.0.0.0 0 wlané wiphys 1 Open 100 150 200 250 300
1.001.14 0.0.0.0 0 wlan0 wiphy0 0 Open Downioad Upload Total
1.001.15 0.0.0.0 0 wlan7 wiphy7 1 Open . . .
1.001.16 0.0.0.0 0 wland wiphy4 0 Open .
1.001.17 v 0.0.0.0 0 wlanl wiphyl 0 open Network Info
1.001.19 0.0.0.0 0  wlan2 wiphy2 0 Open | P 192.168.0.12
1.001.20 0.0.0.0 0 wlan3 wiphy3 0 Open il " e
1.001.22 v | 0.0.0.0 0  enp0s20fou3ul ot Lo e
1.001.23 192.168.3.1 0 |rddvRO rddvR1 BSSiD a8:42:a1:d1:51:29
1.001.24 192.168.3.6 0 rddvR1 rddvR0O Signal -33 dBm
1.001.25 |~ 0.0.0.0 0 eths LinkSpeed 1441 Mbps
1.001.27 192.168.6.1 0 vapl000 wiphy2 ent-211 WPA2 Channel 5745 MHz
1.014.1 ’ 0oQoo L s 0
W_ 192.168.0.12 0 wlan0 wiphy0 mungbean-26- Open CPU util 46.39%
(Toisl 0.0.0.0 0 wiphyo 0 B DNS1 192.168.0.1
G2 0.0.0.0 0___rmnet0 |~ DNS2 0.0.00
< . ] DHCP Server 192.168.0.1
Logged in to: localhost:4002 as: Admin 9 stations: 81 1T 09 Gateway 1921 1
LeaseDuration 72
WIF| Congested
s Pt un
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