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Setting up WPA3

Goal: To set up LANforge wireless access points and clients with WPA3.

This example will cover WPA3-Personal, WPA3-Enterprise and OWE.
For an intfroduction or review of WPA3, see Hemant Chaskar's WLPC video.

1. WPA3-Personal for a VAP and a STA client.
A. Setup the VAP with SSID, WPA3 security and a PSK.

vap2 (ct521-1ac-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO MNONE

Driver Info: Port Type: WIFI-AP  Parent: wiphyl wiphyl...

Port Configurables

fStandard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |

Enable General Interface Settings
[] set MAC ] Down [] Aux-Mgt
- [IDHCP4PVE [Vl DHCP Release  DHCP Vendor ID:  [None |~
[]5et MTU
[] DHCP-IPv4 Secondary-IPs DHCP Client ID: |None |V|
[] set Offload

DNS Servers:  [BLANK Peer IP: NA
IP Address: 20.100.1.1 Global IPvé: [aUTO |
IP Mask: 255.255.255.0 Link IPv6: [aUTO |

[[] Set PROMISC

Gateway IP: 0.0.0.0 IPVE GW: [auTo |
Services .
Alias: MTU: 1500
[IHTTP
CJFTP MAC Addr: 00:0e:8e:6c:2d:bS | T Q Len 1000
I Rpt Timer: mediun (8 s) |w | wiFi Bridge: INONE [~
[]IPsec-Upstream IPSec GW: IPSec Password:
IPSec Local ID.: IPSec Remote ID.:
= —
o g 5SID: |ABCD-wpa3 [~ #
] PROMISC Key/Phrase: |hellol23 | Mode:  [(802.11aban-AC) =]
[ TS0 Enabled Freg/Channel: 5745/149 Rate: | [~]
] UFO Enabled DTIM-Period: |2 | Max-STA: [2007 |
[ GS0 Enabled Beacon: |b
[ LRO Enabled Ll wrPA []WPAZ WPA3 |] OSEN []WEP []verbose Debug
GRO Enabled [ ] Disable HT40 [] Disable HTE0 [ Enable WHT160 [ ] Disable SaGl

| Brint || Display || Logs | | Erobe || Display Scan || Sync | | Apply || oK | | Cancel
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B. Setup the VAP with 11w PMF option Required.

vap2 (ct521-1ac-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO MNONE

Driver Info: Port Type: WIFI-AP  Parent: wiphyl

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |
Advanced WiFi Settings

Select 'WPAZ2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

Pairwise Ciphers: [DEFAULT | | Group Ciphers: |DEFAULT [~
Ignore Probes: |29I"0 (E) |v| HESSID:
Ignore Auth-Assoc: |zero (ers) |v| Realm:
Ignore Assoc: |zero (68%) |V| IM51:
Ignore Re-Assoc: |zero (C%) |v| Milenage:
Corrupt GTK: |29I"0 (Es) |v| Domain:
H520 Capabilities Consortium;
HS20 Oper Class RADIUS IP
H520 WAN Metrics RADIUS Port
leeeB80211w: Required (2) w | FRDIUS Secret
I WVenue Group: Venue Type: | | |
Network Type: | | | Address Types: | | |
Network Auth: 3GPP Cell Net:

[JUse 80211d []Use 302111 []BSS-load []Neighbor Reports [ ]BSS Transition
[] Advancedfe02.1x []Short-Preamble [JHotSpot 2.0 []Disable DGAF
[JEnable 802.11u  [J802.11ulnternet []802.11uASRA [ 802.11uESR []802.11u UESA

| Print || Display || Logs | | Probe || Display Scan || Sync | | Apply || oK | | Cancel




C. Setup the STA with SSID, WPA3 security and a PSK.

sta202 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authaorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy2...

Port Configurables

fStandard Configuration rAduanced Configuration r Misc Configuration r Corruptions r Custom WiFi

Enable General Interface Settings
[]set MAC [ ] Down [] Aux-Mgt
g
[ set TX Q Len [JDHCP-PvE  [¥] DHCP Release  DHCP Vendor ID:  [None v
[]set MTU
[¢IDHCP-Pv4 | SecondaryIPs | DHCP Client ID:  |None R4
[ ] set Offload
[ Set PROMISC DMNS Servers: BLAMEK Peer IP: A
IP Address: 0.0.0.0 Global IPvE: |AUTO |
Services IP Mask: 0.0.0.0 Link IPw&: [auTO |
[C]HTTP Gateway IP: 0.0.0.0 IPVG GW: [aUTO |
[IFTP Alias: MTU: 1500
[] RADIUS MAC Addr: 00:02:7:30:e0:00 | TX O Len 1000
[ IPSECClient Rpt Timer: mediun  (8's) || Wii Bridge: INONE v

[]1Psec-Upstream IPSec | IPSec Password:

IPSec Local ID.: IPSec Remote ID.:

—— Low Leve|—

[] PROMISC WiFi Settings

[ 750 Enabled SSID: |ABCD-wpas3 | ||ap:  [DEFAULT |
[ UFO Enabled Key/Phrase: [hellol23 ||Mode: [g02.11aban-AC =]
[ GS0 Enabled Freg/Channel: 5745/149 Rate: [0S Default [~]
[ LRO Enabled [Iwra []wrAZ| [¢] WPAS | ] OSEN [ WEP

GRO Enabled [] Disable HT40 [ ] Enable vHT160 [] Disable SGI

| Print || Display | | Probe || Display Scan || Sync | | Apply || 0] 4 | | Cancel




D. Setup the STA with 11w PMF option Required.

sta202 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authaorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy2...

Port Configurables

fStandard Configuration rAduanced Configuration r Misc Configuration r Corruptions r Custom WiFi
Advanced WiFi Settings

Select "WPAZ2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/B802.1x to enable most of these, Enabling 802.11u enables others.

Key Management: | | | HESSID:
Pairwise Ciphers: |DEFAL|LT |V| Realm:
Group Ciphers: |DEFAULT |v Client Cert:

A PSEK: IM51:

EAP Methods: | | | Milenag

EAP Identity: Domain:

EAP Anon Identity: Consortium:

EAP Password: | | Phase-1:

EAP Pin: Phase-2:

Private K PK Password:

CA Cert File: PAC File:

Network Auth: leeeg0211lw: |[Required (2) |~]

[] Aadvancedfsnz2.1x []Enable 802.11u [JHotSpot 2.0 []Enable PKC

| Print || Display | | Probe || Display Scan || Sync | | Apply || 0] 4 | | Cancel

E. A capture of the association.

wpa3-personal.pcapng (as superuser) ~) (~) (x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

= = Em o — =
fOomMIRG QeZF IG5 aqAqE

[ [wlan.addr==00:03:7f:30:e0:00 and wlan addr==00:0e:8e;6c:2d:b5 [X] -] Expression... =+

No. Ti Source Destinati Protocol  Length Info b
H 16 H H B r

Authentication,
124 Authentication,

Frame 3488: 188 bytes on wire (1584 bits), 188 bytes captured (1564 bits) on interface @
Radiotap Header v@, Length 60
802.11 radio information
IEEE 802.11 Authentication, Flags: ........
IEEE 802.11 wireless LAN
w Fixed paranefers (104 hytes)
I Authentication algorithm: simultaneous Authentication of Equals (SAE) (3) I

{vvwr~w

TrterTtiTatroTseyT T
Status code: Successful (9x0000)

SAE Message Type: commit (1)

Group Id: 256-bit random ECP group (19)

scalar: shsb7d9e3cchobs4gb2focdfsan3defhosdchsdscfofefac.,

Finite Field Element: 252e82dcléc2ec3884a770a7dde36396a99e2007591a96¢C7.

2. WPAZ3-Enterprise for a VAP and a STA client.

A. Setup a RADIUS server for the VAP. This example uses a LANforge hostapd RADIUS server on the same system
as the VAP.


http://www.candelatech.com/cookbook.php?vol=wifire&book=Setting+up+a+RADIUS+server

B. Setup the VAP with WPA3 security and no PSK on the standard configuration screen.

vap2 (ct521-1ac-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO MNONE

Driver Info: Port Type: WIFI-AP  Parent: wiphyl

Port Configurables

fStandard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |

General Interface Settings

Enable
[]5et MALC [ ] Down ] Aux-Mgt
g

[L]set X Qlen ] DHCPAPVE DHCP Release  DHCP Vendor ID:  [None [~
[]set MTU

[JDHCPIPV4 | Secondary-Ps | DHCP Client 1D:  |None v
[] set Offload

DNS Servers: BLANEK Peer IP: A

[[] Set PROMISC

IP Address: 20.100.1.1 Global IPvE: [aUTO |
IP Mask: 255.255.255.0 Link IPV6: [auTO |
Gateway IP:  [0.0.0.0 IPVE GW: [auTO |

Services .
CHTTP Alias: MTU: 1500
CJFTP MAC Addr: 00:0e:8e:6c:2d:bS | TX Q Len 1000
I Rpt Timer: mediun (8 s) |w | wiFi Bridge: INONE [~
[]IPsec-Upstream IPSec GW: IPSec Password:
IPSec Local ID. IPSec Remote ID.:
MGELSetiings

e 551D: [ABCDE-wpa3 [~ }e
[ PROMISC Key/Phrase: | | Mode:  [(802.11aban-AC) [~]
[1TSO Enabled Lo 149 g =10] ol = RS T 3578 23 \ate: | | |
[ UFO Enabled DTIM-Period; |2 | Max-sTA: [2007 |
[] G50 Enabled Beacon: [240 |
[]LRO Enabled Clwea [JwPA WPA3 OSEN [] WEP []verbose Debug

[] Disable HT40 [] Disable HTE0 [ Enable WVHT160 [ ] Disable 5aGl

GRO Enabled

| Print || Display || Logs | | Probe || Display Scan || Sync | | Apply || oK | | Cancel




C. Setup the VAP with 11w PMF option Required and select the checkbox for Advanced/802.1X which will also
inform the VAP where its RADIUS server is located. In this example the LANforge hostapd RADIUS server is on
the localhost.

vap2 (ct521-1ac-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO MNONE

Driver Info: Port Type: WIFI-AP  Parent: wiphyl

Port Configurables

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |
Advanced WiFi Settings

Select 'WPAZ2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others.

|v|

Pairwise Ciphers: [DEFAULT | | Group Ciphers: |DEFAULT

lgnore Probes:  [zero (0%) | =] HessID:

Ignore Auth-Assoc: |zero (ers) |v| Realm:

Ignore Assoc: |zero (68%) |V| IM51:

Ignore Re-Assoc: |29ro (0%) |v| Milenage:

Corrupt GTK: [zero (%) | >] pomain:

H520 Capabilities Consortium;

H520 Oper Class RADIUS IP [127.0.0.1 |
HS20 WAN Metric RADIUS Port  [1812 |
leee80211w: Required (2) * IRADIUS Secret ||anforge |
WVenue Group: Venue Type: | | |

Network Type: | | Address Types: |

Ne 3GPP Cell Net:

Use 80211d se 502110  []BSS-Load [ ]Meighbor Reports

work Auth;

[ BSS Transition

Advanced/802.1x

[ 1Enable 802.11u

[1802.11u Internet

[] short-Preamble []HotSpot 2.0

[1802.11u ASRA

[ Disable DGAF

[L]802.11uESR []802.11u LUESA

| Print || Display || Logs |

| Probe || Display Scan || Sync |

| Apply || oK

| Cancel

D. After enabling Advanced/802.1X, the VAP is automatically configured for both WPA-EAP-SUITE-B and WPA-
EAP-SUITE-B-192 as shown in the back-end configuration for the VAP.
cat /home/lanforge/wifi/hostapd vap2.conf

wpa_key mgmt=WPA-EAP-SUITE-B WPA-EAP-SUITE-B-192



E. Sefup the STA with WPA3 security and no PSK on the standard configuration screen.

sta203 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authaorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy2...

Port Configurables

fStandard Configuration rAduanced Configuration r Misc Configuration r Corruptions r Custom WiFi

Enable General Interface Settings
[]5et MAC [] Down [] Aux-Mgt
g
[ set TX Q Len [JDHCP-PvE  [¥] DHCP Release  DHCP Vendor ID:  [None v
[]set MTU
[¢IDHCP-Pv4 | SecondaryIPs | DHCP Client ID:  |None R4
[ ] set Offload
[ Set PROMISC DMNS Servers: BLAMEK Peer IP: A
IP Address: 0.0.0.0 Global IPvE: |AUTO |
Services IP Mask: 0.0.0.0 Link IPw&: [auTO |
[C]HTTP Gateway IP: 0.0.0.0 IPVG GW: [aUTO |
[IFTP Alias: MTU: 1500
[] rADIUS MAC Addr: 00:03:7f:ce:63:00 | TX Q Len 1000
[ IPSECClient Rpt Timer: mediun  (8's) || Wii Bridge: INONE v

[]1Psec-Upstream IPSec | IPSec Password:

IPSec Local ID.: IPSec Remote ID.:
—— Low Leve|—
[ PROMISC WARLR2ttings
[ 750 Enabled SSID: |ABCDE-wpa3 |v| P [DEFAULT |
[ UFO Enabled Key/Phrase: | | Mode: [202.11aban-AC [ =]
] GSO Enabled Freg/Channel: 5745/149 Rate: |05 Default ~]
[JLRO Enabled [IwPA []wWPA WPAZ ] 0SEN []WEP
GRO Enabled [ ] Disable HT40 [ | Enable WHT160 [ ] Disable SGI

| Print || Display | | Probe || Display Scan || Sync | | Apply || 0] 4 | | Cancel




F. Setup the STA with 11w PMF option Required and select the checkbox for Advanced/802.1X which allows
choosing the Key Management scheme and EAP Method. Here the STA is setup to use WPA-EAP-SUITE-B with
EAP-TTLS and a user identity and password that were configured with the RADIUS server setup.

sta203 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authaorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy2...

Port Configurables

fStandard Configuration rAduanced Configuration r Misc Configuration r Corruptions r Custom WiFi
Advanced WiFi Settings

Select "WPAZ2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/B802.1x to enable most of these, Enabling 802.11u enables others.

Key Management: [WPA-EAP-SUITE-B hd I(ESSID:

Pairwise Ciphers: [DEFALULT w | Realm:

Group Ciphers:  [DEFAULT |+ | client cert:

WPA PSK: [ | IM51;

EAP Methods: |EAP-'I'I'LS |v| lilenar

EAP Identity: [lanforge.ttls | Pomain:

EAP Anon Identity: | | Fonsortium:

EAP Password:  [!ttls123 hase-1: [ |
EAP Pin: | Phase-2: [ |
Private Key: | | PK Password: | |
CA Cert File: | | PAC File:

MNetworlk Auth: leeeB80211w: |Required (2) -

[v] Advanced/802.1x |[]Enable 802.11u [ HotSpot 2.0 [ Enable PKC

| Print || Display | | Probe || Display Scan || Sync | | Apply || 0] 4 | | Cancel

G. A capture of the association.

*moni3a (as superuser) v (A (x
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

B ResEZF 85

[ [wlan.addr==00:03:7f.ce:63:00 and wlan. addr==00:0e:8e:6c:2d:b5 [X] -] Expression... = +

Source

98 authentication,
9@ Authenticatio
2 ssociation R E =ABCDE-wpal3

SSID parameter set: ABCDE-upas
Tag: Supported Rates 6, 9, 12, 18, 24, 36, 48, 54, [Mbit/sec]
Tag: RSN Information
Tag Mumber: RSH Information (48)
Tag length: 28
RSN version: 1
Group Cipher Suite: 00:8
Pairwise Cipher Suite Count:
Pairwise cipher suite List oo:of:ac AES (CCM)
Auth Key Management (AKM) Suite count: 1
Auth Key Management (AKM) List €@:6f.ac WPA (SHAZ2S6-SulteB)
w Auth Key Management (AKM) Suite af:ac WPA [SHA256-SuiteB)
Auth Key Management (AKM) oUT

)

(v~

-

AES (CCH)
1

-

4

nen
RSN Capabllitie: 0x00ce
PMKID Count: @
PMKID List
Group Management cipher Suite: ee:ef:ac BIP (128) =

-




3. WPA3 OWE - Opportunistic Wireless Encryption.

A. Setup the VAP with WPA3 security and a PSK on the standard configuration, then select option 11w PMF
opftion Required on the advanced configuration, then admin up the VAP.

vap2 (ct521-1ac-F20) Configure Settings vap2 (ct521-1ac-f20) Configure Settings

Port Status Information

Current:  LINK-UP GRO NONE

Driver Info: Port Type: WIFIAP  Parent: wiphyl | wiphyl...

current;

Port Status Information

LINK-UP GRO' NONE

Driver Info: Port Type: WIFI-AP  Parent: wiphyl | wiphyl...

Port Configurables

Standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |

Port Configurables

Standard Configuration | Advanced

=

Y custom wiri |

Advanced WiFi Settings

——Enable General Interface Settings
[ Set MAC CJoown [ AuxMgt
Select 'WPAZ' on the Standard Configuration screen to enable Advanced/802.Lx
OsetxqLen [IDHCPIPvg [l DHCP Release  DHCPVendoriD: [Nore  [+] and enable Advanced/802.1x to enable most of these. Enabling 802.11u enables others,
[ set MTU
] 5et Offioad [JDHCPAPuA __Semr\dary—ws DHCP Client ID: _m Painwise Ciphers: ~[DEFAULT [ ] Group ciphers: [oEFauLT [~
et Offloa:
D e onssenrs: [ -~ 5 I T
1P Address:  [20.100.1.1 Global IPv6: [AUTO Ignore Auth-Assoc: [zero (0%} =] Realm:
P Mask: 255.255.255.0 ] Link IPv: uTo e Avse e r o0 &
Gateway P:  [0.0.0.0 IPV6 GW: [AUTO
——Services—— lgnore Re-Assoc:  [zero (08) ¥ | Milenage:
—— Alias; MTU; 1500
= MAC Addr 00:0e:8e:6c:2d:b5 | T Q Len 1000 mm Ene fecroiten) gl Domain
= Rpt Timer: rediun (8 s) || wiFi Bridge: NONE [«] B A Consortin
g . RADIUS IP
[ PsecUpstream 1755 PR R [
1PSec Local D IPSec Remote ID.: R LA & 2
| [Required (2) ~] feoius secre
gs
el SSiD: nBCD- 0N ~|}e [ [-]
sC Key/Phrase: |hello123 lode:  [(802.11aban-AC) =] Address Types: \ \ \

Treq/CTaneT: 57AST AT

Rate:

Network Auth:

[eefatt T+l

DTIM-Period: [2

| Max-STA: [2007 |

[Juse go211d

240
CIwrPA [JwPAY [¥] WPA3 [ ] OSEN [] WEP

Beacon:

[ Disable HT40 []Disable HT80 [] Enable VHTLE0 []Disable SGI

[Jverbose Debug

3GPP Cell Net:

[Juse 80211k [1BSS-Load [ Neighbor Reports []BSS Transition

[ Advanced/g802.1x []Short-Preamble []HotSpot 2.0 [ Disable DGAF
O enable 80211y [J80211uinternet []802,11u ASRA

Ceo211uEsR []802.11u UESA

[LBrobe ][ bisplay scan |

Lo | own | teon |

o R

B. Copy the back-end config file for the VAP to a new filename and edit the wpa_key_mgmt from SAE to OWE.

cd /home/lanforge/wifi

cp hostapd vap2.conf vap2-owe.conf

vi vap2-owe.conf
wpa key mgmt=0WE

C. Modify the VAP and select Custom WPA Cfg on the Misc Configuration screen then type in the location of

the new VAP config file.

vap2 (ct521-1ac-f20) Configure Settings

current:

Driver Info: Port Type: WIFI-AP  Parent: wiphyl

Port Status Information
LINK-UP GRO MNONE

phy

Port Configurables

[JEnable TX0O

[ standard Configuration | Advanced Configuration | Misc Configuration | Custom WiFi |

More WiFi Settings

[sal

ncel

|oxet |

TX-power: | | | Tries: |
Preamble: | | MCS: |
NSS: | | |Ban| idth: |
0CsP: | |~]

Freg-2.4: it | Freg-5:
¥-Coordinate: o | ¥-Coordinate: [0
Z-Coordinate: o | Wenue-D: o

Post IF-UP Script:

Custom WPA Cfg WPA Cfg:

fhome/lanforgefwifivap2-owe conf |

[] Allow Prifsec Switch

| Print || Display || Logs |

| Probe || Display Scan || Sync |

| Apply || oK | | Cancel




D. Setup the STA with WPA3 security and no PSK on the standard configuration screen.

sta204 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authaorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy2...

Port Configurables

fStandard Configuration rAduanced Configuration r Misc Configuration r Corruptions r Custom WiFi

Enable General Interface Settings
[]set MAC [ ] Down [] Aux-Mgt
g
[ set TX Q Len [JDHCP-PvE  [¥] DHCP Release  DHCP Vendor ID:  [None v
[]set MTU
[¢IDHCP-Pv4 | SecondaryIPs | DHCP Client ID:  |None R4
[ ] set Offload
[ Set PROMISC DMNS Servers: BLAMEK Peer IP: A
IP Address: 0.0.0.0 Global IPvE: |AUTO |
Services IP Mask: 0.0.0.0 Link IPw&: [auTO |
[C]HTTP Gateway IP: 0.0.0.0 IPVG GW: [aUTO |
[IFTP Alias: MTU: 1500
[] rADIUS MAC Addr: 00:03:7f:a3:cc:00 | TX Q Len 1000
[ IPSECClient Rpt Timer: mediun  (8's) || Wii Bridge: INONE v

[]1Psec-Upstream IPSec | IPSec Password:

IPSec Local ID.: IPSec Remote ID.:
—— Low Leve|—
] PROMISC MiE-Sattngs
[] TS0 Enabled 55D |ABCD—ONE |v| P;  [pEFAULLT |
[] UFO Enabled Key/Phrase: | ||Mode: [202.11aban-AC [ =]
] GSO Enabled Freg/Channel: 5745/149 Rate: |05 Default ~]
[JLRO Enabled CIwpPaA []wrad [w] WPA3 L] OSEN [ WEP
GRO Enabled [ ] Disable HT40 | [Enable WHT160 [ ] Disable 5GI

| Print || Display | | Probe || Display Scan || Sync | | Apply || 0] 4 | | Cancel




E. Setup the STA with 11w PMF option Required and select the checkbox for Advanced/802.1X which allows
choosing the Key Management scheme. Here the STA will use OWE and a WPA PSK.

3 sta204 (ct523-3n-f20) Configure Settings

Port Status Information
Current: LINK-UP GRO Authaorized

Driver Info: Port Type: WIFI-STA Parent: wiphy2 wiphy2...

Port Configurables

fStandard Configuration rAduanced Configuration r Misc Configuration r Corruptions r Custom WiFi
Advanced WiFi Settings

Select "WPAZ2' on the Standard Configuration screen to enable Advanced/802.1x
and enable Advanced/802.1x to enable most of these, Enabling 802.11u enables others.

Key Management: |CHE |V| HESSID:

Pairwise Ciphers: |DEFAL|LT |V| Fealm:

Group Ciphers:  [DEFAULT |+ |[client cert:

WPA PSK: [rello123

EAP Methods:  [DEFAULT vilenag

EAP Identity: [ | Domain:

EAP Anon Identity: | | Consartium:

EAP Password: | | Phase-1: [ |
EAP Pin: [ | Phase-2: [ |
Private Key: [ | PK Password: | |
Ca Cert File: | | PAC File: I |
Network Auth: leeeg0211lw: |[Required (2) |~]

[v] Advanced/802.1x |[]Enable 802.11u [ HotSpot 2.0 [ Enable PKC

| Print || Display | | Probe || Display Scan || Sync | | Apply || 0] 4 | | Cancel

F. A capture of the association.

‘wpa3-owe.pcapng (as superuser) v (2) (x
File Edit Wiew Go Capture Analyze Statistics Telephony Wireless Tools Help

RA QAemEF S

[ [wlan.addr==00:03:7f.a3:cc:00 and wlan.addr==00:0e:8e:6¢c:2d:b5 [x] ~] Expression... =+

1327 14.722087175
30 14 092179 4 s ABCD - OWE

Tag length -

Supported Rates: & (0x0c)

Supported Rates: 9 (8x12)

Supported Rates: 12 (0x18)

Supported Rates: 18 (0x24)

supported Rates: 24 (0x30)

Supported Rates: 36 (0x48)

Supported Rates: 48 (0x60)

Supported Rates: 54 (Ox6c)

w Tag: RSN Information

Tag Mumber: RSN Information (48)

Tag length: 26

RSN version: 1

Group Cipher Suite: 00:0f:ac AES (CCM)

Pairwise Cipher Suite Count: 1

Pairwise Cipher suite List e@e:of:ac AES (CCM)

Auth Key Management (AKM) Suite count: 1

Auth Key Management (akM) List e@:ef:ac opportunistic wireless Encryption

w Auth Key Management (AKM) Suite: 00:6f:ac Opportunistic wireless Encryption
Auth Key Management (AKM) OUI: @0:0f:ac
Auth Key Management (AKM) type: Opportunistic Wireless Encryption (18)

RSN capabilities: 0x00c®

PMKID count: @

PMKID List =

-

-

4

|
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